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WELCOME 
 
 

 

The Clone Systems suite of Security Scanning solutions provides a capability of scanning your corporation’s internal private 

network to help identify and remediate vulnerabilities.  In order to conduct these internal scans, you must configure an internal 

scanner on your corporation’s virtual environment and register it with your Clone Systems Security Scanning solution. 

Getting Started 

This setup manual provides you with instructions on how to configure an internal scanner for use with your Clone Systems Security 

Scanning Solution.  The Internal Scanner is available for the following Virtual Environments:  

 Internal Scanner Supported on the Following Virtual Environments  

Oracle VirtualBox 

KVM 

VMWare ESXi / vSphere / Workstation 

Citrix Xenserver 

Microsoft Hyper-V 

Microsoft AZURE Cloud 

Amazon AWS Cloud 

 

Installation Steps 

The following details the steps involved with configuring the internal scanner. 

Installation Steps   

1. Download the Internal Scanner 

2. Configure the Internal Scanner within your Virtual Environment  

3. Initialize the Internal Scanner  
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DOWNLOAD THE INTERNAL SCANNER 
 
 

 

Overview 
 

The following will provide an overview of how to access and download the Internal Scanner that is supported by your corporation’s 

virtual environment.    

Access the Internal Scanner 
 

Steps for Downloading the Internal Scanner 

Step 1 

Download the Virtual 

Scanner Image 

Navigate your browser to the hyperlink below and download the image that matches your 

environment. 

https://www.clone-systems.com/virtual-scanner-downloads/ 

  

https://www.clone-systems.com/virtual-scanner-downloads/
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ORACLE VIRTUALBOX 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on Oracle VirtualBox.   

Import and Configure the Internal Scanner 
 

Steps for Importing the Internal Scanner into VirtualBox 

Step 1 

Begin the Import 

Wizard 

From the VirtualBox File menu select Import Appliance. 
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Step 2 

Select the ova file for 

the Internal Scanner  

This will begin the Import Wizard.  Select the ova file for the Internal Scanner that you extracted 

from the Tarball and then click Next.  
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Step 3 

Setup the import for 

the Internal Scanner 

 Depending on your environment you may want to reinitialize the MAC addresses by selecting the 

checkbox in front of Reinitialize the MAC address of all network cards, but it is not required.  

Click Import.  

 

Step 4 

Import the Internal 

Scanner 

The import process will begin and may take a few minutes depending on the hardware that 

comprises your Corporation’s virtual environment.  

 

  



 
Clone Systems Internal Scanner – Setup Manual   P a g e  | 9 

 

 

© 1998 – 2020 Clone Systems, Inc.   Properly Secure Your Business Network   
 

 

Step 5 

Configure network 

settings and start the 

Internal Scanner 

When the import of the Internal Scanner is completed you will see the new Virtual Machine in your 

VM inventory. 

Before you start the Internal Scanner, please edit the Settings and modify the networking options 

for your corporate network.   

Note: Confirm your network settings for the Internal Scanner before powering it on.  
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KVM 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on KVM.   

Import and Configure the Internal Scanner with Virt-manager 
 

Steps for Importing the Internal Scanner into KVM with Virt-manager 

Step 1 

Create New Virtual 

Machine with Virt-

manager 

From the Virt-manager File menu select New Virtual Machine.  
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Step 2 

Import the Internal 

Scanner disk image  

This will begin the New Virtual Machine Wizard.  Select Import existing disk image and then click 

Forward. 
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Step 3 

Setup the Disk Image 

and OS Type 

 Select the disk image file for the Internal Scanner that you extracted from the Tarball and then 

select Linux for the OS type and Ubuntu 16.04 for the Version and then click Forward.  
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Step 4 

Set the RAM and CPU 

settings 

Set the Memory and CPU values to the configuration recommended by Clone Systems.  Set the 

Memory to 8196 and set the CPUs to 4.  

Note: Setting the Memory and CPU to values lower than the recommended settings will impact the 

scanning performance. 
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Step 5 

Configure network 

settings and start the 

Internal Scanner 

When the import of the Internal Scanner is completed you will see the new Virtual Machine in your 

VM inventory. 

Change the Virtual Machine Name according to your naming convention and modify the networking 

options for your corporate network than click Finish  

Note: Confirm your network settings for the Internal Scanner before powering it on.  
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VMWARE ESXI 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on VMware ESXi.   

Import and Configure the Internal Scanner 
 

Steps for Importing the Internal Scanner into VMware ESXi 

Step 1 

Begin the New Virtual 

Machine Wizard 

From the Virtual Machine tab select Create/Register VM. 

 

    

 

Step 2 

Select Creation Type 

On the Select creation type step select Deploy a virtual machine from an OVF or OVA file. 
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Step 3 

Select OVF and VMDK 

Files for Internal 

Scanner 

 

On the Select OVF and VMDK files step select a Virtual Machine name and select both the vmdk 

and ovf file for the Internal Scanner that you extracted from the Tarball and click Next.  

 

Step 4 

Select the Storage 

On the Select storage step select the storage for your environment and click Next.  
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Step 5 

Configure Networking 

On the Deployment options step select the correct network mappings for your corporate network 

and click Next.  
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Step 6  

Complete configuration 

 

On the Ready to complete step click Finish.  

Note: Once the Import has completed confirm your network settings for the Internal Scanner before 

powering it on.  
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VMWARE VSPHERE 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on VMware vSphere.   

Import and Configure the Internal Scanner 
 

Steps for Importing the Internal Scanner into VMware vSphere 

Step 1 

Begin the Deploy OVF 

template Wizard 

From the vSphere File menu select Deploy OVF template. 

 



 
Clone Systems Internal Scanner – Setup Manual   P a g e  | 20 

 

 

© 1998 – 2020 Clone Systems, Inc.   Properly Secure Your Business Network   
 

 

Step 2 

Select Source for 

Internal Scanner 

On the Source step select the ovf/ova file for the Internal Scanner that you extracted from the 

Tarball and click Next. 
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Step 3 

Verify OVF Template 

 

On the OVF Template Details verify the template details and click Next. 
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Step 4 

Set Name and Location 

On the Name and Location step enter a name for the Internal Scanner and click Next. 
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Step 5 

Select the Datastore 

On the Disk Format step select the Datastore information for your corporate network and click Next. 

 

  



 
Clone Systems Internal Scanner – Setup Manual   P a g e  | 24 

 

 

© 1998 – 2020 Clone Systems, Inc.   Properly Secure Your Business Network   
 

 

Step 6  

Complete configuration 

 

On the Ready to complete step click Finish.  

Note: Once the Import has completed confirm your network settings for the Internal Scanner before 

powering it on.  
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VMWARE WORKSTATION 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on VMware Workstation.   

Import and Configure the Internal Scanner 
 

Steps for Importing the Internal Scanner into VMware Workstation 

Step 1 

Open Source for 

Internal Scanner 

From the Workstation File menu click Open and select the ovf/ova file for the Internal Scanner that 

you extracted from the Tarball 

.  
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Step 2 

Set Name and Storage 

Path 

The Import Virtual Machine Wizard will begin.  Select a Name for the Internal Scanner and click 

Import. 

  

  

Step 3 

Configure Networking 

After the Internal Scanner is imported, change the network adaptor for your corporate network. 

Note: Confirm your network settings for the Internal Scanner before powering it on.  
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CITRIX XENSERVER 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on Citrix Xenserver.   

Import and Configure the Internal Scanner 
 

Steps for Importing the Internal Scanner into Citrix Xenserver 

Step 1 

Start the Import Wizard 

From the XenCenter File menu click Import to begin the Import Wizard.  
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Step 2 

Select Source for 

Internal Scanner 

On the Import Source step select the ovf/ova file for the Internal Scanner that you extracted from 

the Tarball and click Next. 

  

Step 3 

Select Location 

On the Location step select your Pool or Server that you want to configure the Internal Scanner on 

and click Next.  
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Step 4 

Select Storage 

Location 

On the Storage step select the storage location and click Next. 

 

Step 5 

Configure Interface 

Adapters 

On the Networking step select the network interfaces for the Internal Scanner and click Next. 
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Step 6 

Configure OS Settings 

On the OS Fixup Settings select Don’t user Operating System Fixup and click Next. 

 

Step 7  

Configure Networking 

On the Transfer VM Settings step configure your corporate network information for the Internal 

Scanner and click Next. 
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Step 8 

Review Import Settings 

and Import the Internal 

Scanner 

 

On the Finish step review the configuration settings and click Finish to begin the import process.    

Note: Once the Import has completed confirm your network settings for the Internal Scanner before 

powering it on.  
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MICROSOFT HYPER-V 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scanner on Microsoft Hyper-V.   

Import and Configure the Internal Scanner 
 

Steps for Importing the Internal Scanner into Microsoft Hyper-V 

Step 1 

Start the Import Wizard 

From the Hyper-V manager click Import Virtual Manager to begin the Import Wizard. 
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Step 2 

Begin the Import 

Wizard 

On the Before You Begin step click Next.  

 

Step 3 

Select Source for 

Internal Scanner 

On the Locate Folder step select the VM image file for the Internal Scanner that you extracted from 

the Tarball and click Next.  
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Step 4 

Select Internal Scanner 

 

On the Select Virtual Machine step select the Internal Scanner and click Next.  

 

Step 5 

Choose Import Type 

On the Choose Import Type select Copy the virtual machine (create a new unique ID) and then 

click Next.   
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Step 6 

Choose Destination for 

Internal Scanner 

On the Choose Destination step select the storage location for your environment and click Next. 

 

Step 7 

Choose Destination for 

virtual hard disks 

 

On the Choose Storage Folders step select the destination for the virtual hard disks used by the 

Internal Scanner then click Next.  
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Step 8 

Review Import Settings 

and Import the Internal 

Scanner 

 

On the Summary step review the configuration settings and click Finish to begin the import 

process.    

Note: Once the Import has completed confirm your network settings for the Internal Scanner before 

powering it on.  
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AWS MARKETPLACE 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scaner on AWS Marketplace.   

Import the AWS Security Scanner 
 

Steps for Importing the Security Scanner from AWS Marketplace 

Step 1 

Open Console 

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/ 

 

 

https://console.aws.amazon.com/ec2/


 
Clone Systems Internal Scanner – Setup Manual   P a g e  | 38 

 

 

© 1998 – 2020 Clone Systems, Inc.   Properly Secure Your Business Network   
 

 

Step 2 

Launch Instance 

From the Amazon EC2 dashboard, choose Instance and then Launch Instance.  

 

Step 3 

Choose AMI 

On the Choose an Amazon Machine Image (AMI) page, choose the AWS Marketplace 

category on the left and search for Clone Systems Scanner and click on Select 

 

 

Step 4 

Continue 

A dialog displays an overview of the product you've selected. You can view the pricing 

information, as well as any other information that the vendor has provided. When you're 

ready, choose Continue.  
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Step 5 

Choose Instance Type 

On the Choose an Instance Type page, select the hardware configuration and size of the 

instance to launch. When you're done, choose Next: Configure Instance Details. The 

t2.large should work for most environments. You can always the instance at a later date. 

Click on Review and Launch 

 

 

Step 6 

Launch Instance 

Choose Launch to select or create a key pair, and launch your instance  
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Step 6 

Create Key Pair and 

Download 

Create the key pair and download it so you can use it in the next section. Select Launch 

Instances once you’ve download the key pair 

 

 

 

Configure the AWS Security Scanner 
 

Steps for Importing the Internal Scanner into AWS Marketplace 

Step 1 

Connect to the 

instance 

After deployment, you will need the key pair, created above during the EC2 setup, and the Elastic 

IP of the instance, to connect the instance. 

The box is Ubuntu-based, so you will need to use SSH to access the box.   

Note: if you are using putty, please follow the instructions in the link below on converting the 

keypair, for putty compatibility. 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
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The username is ubuntu. 

The example below is using the default OpenSSH client that comes with Windows 10 (1809 and 

above).

 

After logging you will be presented with a menu similar to the below menu:

 

Step 2 

Configure Network 

Settings 

The first step is to configure your network settings (IP/subnet/gateway/DNS).  To configure the 

network settings, select 1 from the text menu and press Enter.  The settings default to DHCP, which 

the AWS default. 

This new menu will also display your current configuration.  If you need to update this, you can 

choose option 1 for DHCP (which is selected by default), option 2 will allow you to set a static IP, or 

option 3 to return to the main menu.

 

Setting a Static IP address 

To set a static IP address select option The IP Address must be in dotted decimal format (Example: 

192.168.1.20) and then press Enter. 
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The second prompt will ask you to enter your subnet mask which must be in dotted decimal format 

(Example: 255.255.255.0) and then press Enter. 

 

The third prompt will ask you to enter your gateway address which must be in dotted decimal format 

(Example: 192.168.1.1) and then press Enter.  

 

The fourth prompt will ask you to enter your DNS servers.  Typically, you will configure your internal 

DNS servers that exist within your infrastructure.  If you do not have a DNS server you can use the 

free open DNS servers 8.8.8.8 and 4.2.2.2.  Note: The DNS IP address need to be in dotted decimal 

format and the DNS servers need to be separated by a space (Example: 8.8.8.8 4.2.2.2) and then 

press Enter. 

 

The last prompt will display the new Network configuration and ask you to confirm the changes.  

Enter y for Yes after which the Internal Scanner will be rebooted within one minute or n for No. After 

applying the new configuration, you may need to exit out of the current session and re-establish the 

connect with the newly configured IP address. 
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Step 3 

Configure Clone 

Access Keys 

The next step is to configure the clone access keys need for the secure tunnel to be establish 

between the scanning front end and the virtual scanner. From the main menu select option 7, this 

will take about a minute to complete and exit to the main menu

 

Step 4 

Configure Connectivity 

to the Manager 

(scanning front-end) 

Before you begin this step, you will need to make sure your instance access SSH access (TCP port 

22) to the scanning front end (the address will vary between on your front end, it will be in the 

(38.126.154.0/24 or 38.123.140.0/25 IP blocks).  You will also need the setup email from the front 

end, in this email it will provide you with URL for the manager, username, key (aka password), 

mgmt. port, and scanner port.  If you do not have this email you will need to complete the New 

scanner setup in the front end. 

To begin select option 2 Configure connectivity to the manager, it will clear the screen and present 

you will the new menu. Option 1 will display the current tunnel status, option 2 will delete the tunnel, 

and option 3 will create the tunnel and option 4 will return you to the main menu.  Select option 3 

and press Enter to continue. 

 

You will be prompted for the information from the email, first it will ask for the URL you can put the 

address in as either a dns name (if you have dns configured) or by IP address for example 

pciscan.clone-systems.com or 38.123.140.80, then press Enter.  It will now prompt you for a 

username enter the username and press Enter.  It will now prompt you for the key please note that 

the key will not be displayed on the screen, you will now be asked for the management port and 

scanner port, press Enter after entering each. **Please note the below screenshot is an example 
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only do not use these values. 

  

This will take a few minutes to complete the tunnel setup, when it is finish you will be presented with 

the screen with a lot of information, what you want to look for the tunnel_alive : true, this means that 

the tunnel is connected and activity, **Please note the values on the screenshot are for example 

only 

 

Press Enter this will take you to the main menu, if you want to double check the tunnel status, you 

can return the main, by selecting option 2, then option 1 Check Manger Tunnel Status. ** Please 

note that the screenshot below is for an example only and your output may different and may not be 

in color. 



 
Clone Systems Internal Scanner – Setup Manual   P a g e  | 45 

 

 

© 1998 – 2020 Clone Systems, Inc.   Properly Secure Your Business Network   
 

 

  

You are now ready to start your scanning; this is done on the front-end. If you have issues or 

questions please let us know at esupport@clone-systems.com. 

  

mailto:esupport@clone-systems.com
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(Optional) 

Step 6 

Deleting the Tunnel 

If you are finished and want to delete the tunnel to the manger, you will select option 2, then select 

option 2 to delete the tunnel. It will prompt you for which tunnel you will like to delete (typically there 

will only be one tunnel, tunnel 1, but there could be multiple tunnels depending on the 

configurations). Select the tunnel number you want to delete (typically it is 1), from the display the 

press Enter, it will prompt you to make sure you want to delete the tunnel, when the tunnel is 

deleted you will not be able to use this scanner to do scanning, press Y for yes or N or No.

 

The command will take a minute or two to complete, you will then give you a status, a status of true 

mean the tunnel was torn down and delete, a status of false mean something went wrong, if this 

happen please try again, and if it persist please contact support at esupport@clone-systems.com.

 

You will be returned to the main menu, after a few seconds. 

 

 

 

 

 

 

mailto:esupport@clone-systems.com
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AZURE MARKETPLACE 
 
 

 

Overview 
 

The following will provide an overview of how to configure the Clone Systems Internal Scaner on AWS Marketplace.   

Import the AZURE Security Scanner 
 

Steps for Importing the Security Scanner from AZURE Marketplace 

Step 1 

Open Console 

Login to your Microsoft Azure account, and go to the marketplace using the following link: 

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/clone-systems.cg-

entscan1?tab=Overview 

You will see the Clone Enterprise Compliance Scanner 

 

 

 

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/clone-systems.cg-entscan1?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/clone-systems.cg-entscan1?tab=Overview
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Step 2 

Deploy the AZURE 

Scanner  

Click the Get it Now button, and it will bring up the Create Screen 

 

Once you click Create, the Create a virtual Machine wizard with appear. Assign the VM to a 

resource group or create a new resource group. In the Instance Details section fill out the 

virtual machine name and select the region and availability option that your organization 

uses, leave the image as CloneGuard Enterprise Compliance Scanner, and the default size is 
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the minimum recommended.

 

Under the Administrator Account section, select Password as the Authentication type, then 

enter the username and password for management of the box. Click Next to move to Disk 

selection. 
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Step 3 

Finish VM 

Deployment 

The Disk Section is next, we do not require any changes to this section, please click next and 

move to the networking section. 

In the networking section of the Create VM wizard, you can select your network options, 

the scanner requires SSH access (TCP/22) out bound to your scanning web interface (such as 

pciscan.clone-systems.com). 
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Click Next to move to the Management section, it is setup to allow default SSH in bound for 

management, keep the default settings, it your require an advanced or tag setting you can 

continue to those sections, they are not required for this image, after you have you setting 

click Review + Create. 
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AZURE VM wizard will now validate the image and configuration setting, this may take 

several minutes, when this is complete you will receive the validation passed screen, you 

can now click create 

 

Your Deployment is now in queue and you will receive updates on it progress, the time will 

vary. 

 

When the deployment is complete you can select the Go to resource button to go directly 

to the overview page for the newly created VM. 
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From the overview page you will see the status of the VM, and current IP address 

information. You will need the public address to initialize the new VM. 
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Configure the AZURE Security Scanner 
 

Steps for Initializing AZURE Security Scanner  

Step 1 

Connect to the 

instance 

After deployment, you will need the public IP address, created above during the deployment. 

The box is Ubuntu-based, so you will need to use SSH to access the box.   

You will need to use the username and password you entered during deployment. 

After logging you will be presented with a menu similar to the below menu:

 

Step 2 

Configure Network 

Settings 

The first step is to configure your network settings (IP/subnet/gateway/DNS).  To configure the 

network settings, select 1 from the text menu and press Enter.  The settings default to DHCP, which 

the AZURE default. 

This new menu will also display your current configuration.  If you need to update this, you can 

choose option 1 for DHCP (which is selected by default), option 2 will allow you to set a static IP, or 

option 3 to return to the main menu.
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Setting a Static IP address 

To set a static IP address select option The IP Address must be in dotted decimal format (Example: 

192.168.1.20) and then press Enter. 

  

The second prompt will ask you to enter your subnet mask which must be in dotted decimal format 

(Example: 255.255.255.0) and then press Enter. 

 

The third prompt will ask you to enter your gateway address which must be in dotted decimal format 

(Example: 192.168.1.1) and then press Enter.  

 

The fourth prompt will ask you to enter your DNS servers.  Typically, you will configure your internal 

DNS servers that exist within your infrastructure.  If you do not have a DNS server you can use the 

free open DNS servers 8.8.8.8 and 4.2.2.2.  Note: The DNS IP address need to be in dotted decimal 

format and the DNS servers need to be separated by a space (Example: 8.8.8.8 4.2.2.2) and then 

press Enter. 

 

The last prompt will display the new Network configuration and ask you to confirm the changes.  

Enter y for Yes after which the Internal Scanner will be rebooted within one minute or n for No. After 

applying the new configuration, you may need to exit out of the current session and re-establish the 

connect with the newly configured IP address. 
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Step 3 

Configure Connectivity 

to the Manager 

(scanning front-end) 

Before you begin this step, you will need to make sure your instance access SSH access (TCP port 

22) to the scanning front end (the address will vary between on your front end, it will be in the 

(38.126.154.0/24 or 38.123.140.0/25 IP blocks).  You will also need the setup email from the front 

end, in this email it will provide you with URL for the manager, username, key (aka password), 

mgmt. port, and scanner port.  If you do not have this email you will need to complete the New 

scanner setup in the front end. 

To begin select option 2 Configure connectivity to the manager, it will clear the screen and present 

you will the new menu. Option 1 will display the current tunnel status, option 2 will delete the tunnel, 

and option 3 will create the tunnel and option 4 will return you to the main menu.  Select option 3 

and press Enter to continue. 

 

You will be prompted for the information from the email, first it will ask for the URL you can put the 

address in as either a dns name (if you have dns configured) or by IP address for example 

pciscan.clone-systems.com or 38.123.140.80, then press Enter.  It will now prompt you for a 

username enter the username and press Enter.  It will now prompt you for the key please note that 

the key will not be displayed on the screen, you will now be asked for the management port and 

scanner port, press Enter after entering each. **Please note the below screenshot is an example 

only do not use these values. 

  

This will take a few minutes to complete the tunnel setup, when it is finish you will be presented with 

the screen with a lot of information, what you want to look for the tunnel_alive : true, this means that 

the tunnel is connected and activity, **Please note the values on the screenshot are for example 
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only 

 

Press Enter this will take you to the main menu, if you want to double check the tunnel status, you 

can return the main, by selecting option 2, then option 1 Check Manger Tunnel Status. ** Please 

note that the screenshot below is for an example only and your output may different and may not be 

in color. 

  

You are now ready to start your scanning; this is done on the front-end. If you have issues or 

questions please let us know at esupport@clone-systems.com. 

  

mailto:esupport@clone-systems.com
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(Optional) 

Step 4 

Deleting the Tunnel 

If you are finished and want to delete the tunnel to the manger, you will select option 2, then select 

option 2 to delete the tunnel. It will prompt you for which tunnel you will like to delete (typically there 

will only be one tunnel, tunnel 1, but there could be multiple tunnels depending on the 

configurations). Select the tunnel number you want to delete (typically it is 1), from the display the 

press Enter, it will prompt you to make sure you want to delete the tunnel, when the tunnel is 

deleted you will not be able to use this scanner to do scanning, press Y for yes or N or No.

 

The command will take a minute or two to complete, you will then give you a status, a status of true 

mean the tunnel was torn down and delete, a status of false mean something went wrong, if this 

happen please try again, and if it persist please contact support at esupport@clone-systems.com.

 

You will be returned to the main menu, after a few seconds. 

 

 

 

mailto:esupport@clone-systems.com
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INITIALIZE INTERNAL SCANNER 
 
 

 

Overview 
 

The following will provide an overview of how to initialize the Internal Scanner for use with your Clone Systems Security Scanning 

solution. 

Note: Please review the default settings detailed below before powering up the Internal Scanner as they may conflict with your 

existing Network environment.  You can place the Internal Scanner in an isolated network / host only network connection which will 

provide you an opportunity to update the Network Settings that work best for your environment.       

Default Settings 

This Clone Systems Internal Scanner is shipped with default credentials and network settings. You should review this information 

and will likely need to change these settings so that you can use the Internal Scanner in your environment.   

Internal Scanner Default Settings  

Default IP Address 192.168.1.20/24 

Default Gateway 192.168.1.1 

Default DNS 192.168.1.1 & 4.2.2.2 

Default Username cloneadmin 

Default Password  (This password is case sensitive) CloneSy$t3msScanner 
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Initialize the Internal Scanner 
 

In order to complete the changes, you will need console access to the Internal Scanner.   

Steps for Initializing the Internal Scanner 

Step 1 

Adding the Scanner to 

the Front-End Portal 

Log into your Clone Systems Partner Portal and navigate to the Scanners page. 

 

Note: If you do not see this button, please verify that you are using the correct service. 

 

If you still do not see it, then your account has not been given permission to scan internally.  Please 

contact the Clone Systems Security Operation Center at esupport@clone-systems.com or 

1.800.414.0321 to update your account.   

When on the Scanners page: click New Scanner, then select a Name for the Internal Scanner, and 

click Create Scanner (comment optional). 

Note: Once the Scanner has been created, Scanner Setup Info will be sent to your account’s email 

address. 

mailto:esupport@clone-systems.com
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Step 2 

Login to the Internal 

Scanner from the 

Console 

After configuring the Network settings within your Virtual Infrastructure, start the Internal Scanner.  

Access the Internal Scanner via a console session and at the Ubuntu login prompt login with the 

default username cloneadmin and password CloneSy$t3msScanner   

Step 3 

Change the Default 

Password 

Upon logging into the Internal Scanner, you will be presented with a text-based menu system to 

complete the initialization of the Internal Scanner.  

 

Enter choice 5 to change the default password.  You will be prompted to enter the current password 

which is the default password CloneSy$t3msScanner and then prompted to enter a new password 

twice.  

 

Upon successfully changing the default password you will be returned to the main menu.  

Note: There are no password recovery options.  If you lose or forget the password you will need to 

reimport the Internal Scanner.   

Step 3 

Configure your 

Network Interface  

Choose Option 1 from the menu. 

This will clear the screen and present you with the current Network configuration and prompt you for 

a new IP address.  The IP Address must be in dotted decimal format (Example: 192.168.1.20) and 

then press Enter.    
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The second prompt will ask you to enter your subnet mask which must be in dotted decimal format 

(Example: 255.255.255.0) and then press Enter. 

 

The third prompt will ask you to enter your gateway address which must be in dotted decimal format 

(Example: 192.168.1.1) and then press Enter.  

 

The fourth prompt will ask you to enter your DNS servers.  Typically, you will configure your internal 

DNS servers that exist within your infrastructure.  If you do not have a DNS server you can use the 

free open DNS servers 8.8.8.8 and 4.2.2.2.  Note: The DNS IP address need to be in dotted decimal 

format and the DNS servers need to be separated by a space (Example: 8.8.8.8 4.2.2.2) and then 

press Enter.    

 

The last prompt will display the new Network configuration and ask you to confirm the changes.  

Enter y for Yes after which the Internal Scanner will be rebooted within one minute or n for No. 

   

Step 4 Note: Before executing this step, confirm that you have received the following information from Step 

1:  
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Connect the Internal 

Scanner to your Clone 

Systems Security 

Scanning solution 

1. The Clone Systems Security Scanning Manager IP address or DNS name   

2. The Password (Key) for connecting the Clone Systems Security Scanning Manager 

3. The Clone Systems Security Scanning Scanner Port 

4. The Clone Systems Security Scanning Management Port 

Choose Option 2 will open up a menu for configuring the Internal Scanners Tunnel back to your 

Clone Systems Security Scanning solution.  

 

1 – Check Manager Tunnel Status: If selected will check the status of the tunnel.  If no tunnel is 

configured it will return and error.  When finished you can press Enter to return to the main menu.  

2 – Delete Existing Tunnel: If selected will prompt you to confirm that you want to delete the tunnel.  

Enter y to delete the tunnel or n to cancel and return to the main menu.  

3 – Create Manager Tunnel: If selected will prompt you for the information provided by the Clone 

Systems Security Operations Center.  Start by selecting the type of appliance you are setting up 

which is the Internal Scanner Appliance so choose Option 1.  Next, you will be prompted for the 

Clone Systems Security Scanning Manager IP address or DNS name.  Upon entering the Manager 

IP address or DNS name you will be prompted for the Password (Key).  Upon entering the 

Password, you will be prompted for the Scanner Port and then the Management Port for 

connecting the Clone Systems Security Scanning Manager. 

If the settings are correct the tunnel will be created and you will be returned to the main text-based 

menu system.   

At this point you should contact the Clone Systems Security Operation Center at esupport@clone-

systems.com or 1.800.414.0321 to verify the tunnel.   

Once the tunnel is verified by the Clone Systems Security Operation Center, you can use the 

Internal Scanner in your Clone Systems Security Scanning Solution.           

Step 5 Choosing Option 7 will exit you from the text-based menu system and return you to the Ubuntu login 

prompt.  

mailto:esupport@clone-systems.com
mailto:esupport@clone-systems.com
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Exit the text-based 

menu system 

 (Optional) 

Step 6 

Troubleshooting 

 

Choosing Option 6 will open up a menu with troubleshooting tools.   You will have the option to:  

1 – Auto Test: If selected will run ping to the configured Gateway and NSLookup to cnn.com.  When 

finished you can press Enter to return to the main menu.  

2 – Custom Ping: If selected will prompt you for an IP address or DNS name to ping (Example: 

192.168.0.12 or www.google.com).  It will execute a Ping test and output the results to the screen.  

When finished you can press Enter to return to the main menu.  

3 – Custom NSLookup: If selected will prompt you for a DNS name to lookup and then attempt to 

return the IP address from NSLookup for the DNS name entered.  When finished you can press 

Enter to return to the main menu.  

4 – Exit: If selected this will exit you from the troubleshooting menu and return you to the main text-

based menu system. 

 

  

http://www.google.com/
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(Optional) 

Step 7 

Rebooting and 

Shutting Down the 

Internal Scanner  

Choosing Option 3 will ask you to confirm that you want to reboot the Internal Scanner.  

Choosing Option 4 will ask you to confirm that you want to shutdown the Internal Scanner. 

Enter y for yes or n for no and then press Enter.  

Note: If you click y for yes, the Internal Scanner will reboot or shutdown within one minute 

depending on which menu option you selected. 

 

(Optional) 

Step 8 

Allowing users to use 

the internal scanner 

If you want to allow your customer to use the scanner, you will have to set the necessary 

permissions by editing their organization.  You will need to enable VRMS and/or Penetration 

Testing, then enable Internal VRMS and/or Internal Penetration respectively (example below). 

 

Note: If they did not have permission to VRMS and/or Penetration Testing previously, you will have 

to add a license for each new service. 

 


